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Abstract:

This study is conducted in light of the rapid advancement of artificial intelligence technologies
and their extensive adoption across various segments of society. It aims to examine a category of
crimes associated with artificial intelligence, specifically deepfake crimes, which are considered
among the emerging forms of criminality within the field of criminal sciences. The research
problem centers on defining the concept of deepfakes and identifying the risks arising from their
use, in addition to assessing the adequacy of existing criminal legal frameworks in addressing
this type of offense. To this end, the study adopts analytical, inductive, and descriptive
methodologies. The findings of the study indicate that deepfake technology is fundamentally
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dependent on artificial intelligence, which constitutes the primary factor contributing to its
severity and potential harm.

Furthermore, the study reveals that current cybercrime legislation remains inadequate to
comprehensively address deepfake related offenses. It also highlights that what distinguishes
deepfake crimes from traditional forms of forgery is their reliance on relatively simple digital
editing tools. Accordingly, the study recommends the enactment of a dedicated legal framework
to regulate artificial intelligence related crimes, given the pressing need for such legislation in
light of ongoing technological developments.

Keywords: Deepfake Technology; Artificial Intelligence; Cybercrime Legislation; Cyber
Extortion; Digital Evidence.
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